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We show that quantum non-locality, as discusseé,hisrsufficient to achieve unconditional
information security without requiring advanced uen technology, pre-shared secret keys or
private quantum/classical channels between disigstems (users). Two-fold quantum non-local
correlations imply two-way secret transmission in sagle round with assurance of
confidentiality, integrity and authenticity. Intstengly, the proposed scheme (quantum
telephone or QPhone) provides resources for indefiature secure communication and acts as
life-time pad.

through laws (rules) obeyed by these physical systérepresentations) and is protected

from unauthorized users through cryptographic teples/algorithms. Objectives of these
cryptographic techniques are to assure confidétytiahtegrity, authenticity and availability of
information to legitimate users.

These information security requirements are closdhted with each other but each have
well defined domain: Confidentiality assures thatyoca legitimate user can store, process, and
transmit private information to a specific destioatwithout disclosing to unauthorized users.
Integrity assures that information can only be palgd by authorized users and processed in a
specific manner and cannot be changed by unaudtbusers. In other words, changes from
malicious attacks or errors in functioning of sysseshould easily be detected. Authenticity
verifies that information is valid and its originatis genuine. Finally, availability means systems
timely response and information remains accessiblegitimate users.

Usually, cryptographic techniques need to handleviang different situations regarding
security concerns against malicious attacks: (Tv9-party communication where both parties
are trusted and security is required against eaoppdrs. (C-2) Two-party communication
where both parties are distrustful and securitgaecerned against these parties only such as
oblivious transfer, two-party secure computatiarindossing and bit commitment. (C-3) Multi-
party communication where sender is individual thafre are two (or more than two) parties at
the receiving end. Sender is trusted but at leastout of two (or k out of n) receiver(s) is (are)
not trusted such as secret sharing between twno)(parties on the receiving end. (C-4) Multi-
party communication where there is not completstthetween sender and receivers. That is,
sender can deny from the message he/she has pa®iatlor one of the receivers can try to forge
the original message. Security against such daniforgery requires digital signatures.

Classical information theory relies on determigisistems for encoding information and
tries to achieve information security through fallng three main cryptographic techniques: (i)
symmetric encryption, (i) asymmetric encryptiomda (iii) hashing along with message
authentication code and digital signatures. Howewadely used classical algorithms for
distribution of symmetric keys secretly, generatadrpublic-private key pairs and hashing are

I nformation can be expressed in terms of physicatesys (representations), processed



only computationally secure — eavesdroppers witigiefit technology (quantum computer) can
easily break all these classical algorithms anc@eapoil the security.

On the other hand, newly developed quantum inftion theory encodes information
over probabilistic microscopic systems called ggjan atom, nuclear spins, or polarized photon.
These encoded quantum systems, may be in sup@éoposiate represented by unit vectors in
Hilbert space, are processed through unitary opesaThis formulism of quantum information
theory allows defining cryptographic tasks thatm@oepossible in classical cryptography.

Quantum information theory gains this power inptography from laws/properties of
guantum physics such as uncertainty, non-localitierference, and no-cloning of unknown
guantum states. For example, uncertainty princiii@vs two distant users to agree upon an
unconditionally secure k&y Here no-cloning and state reduction while measurement is
performed prevents malicious attacks. Quantum noality, EPR type correlatiofsalso offers
secure QKD where generalized Bell's theorffis used to detect eavesdroppers. Using secret
key obtained from QKD, a secret message of equaittecan be transmitted securely over the
classical channel. However, quantum cryptograplsgttan QKD can only be used for one-way
secret transmission and assures confidentialityustiier requires key-based classical algorithms
for ensuring integrity and authenticity.

We propose here a general quantum scheme for iafam security during the
communication between two trusted users (C-1) basedjuantum non-locality that implies
secure and authenticated two-way secret transmigneia@a single round (QPhone). Two-fold
guantum non-local correlations are used for asseraof confidentiality, integrity and
authenticity while availability is achieved througdpetitive measurements from both users. The
proposed setup achieves these information sectgguirements without advanced quantum
technology, prior secret key distribution and doesrequire private quantum/classical channels.
All classical information can be communicated opeblic channels without compromising any
of the security requirements. Interestingly, if @vesdropping is detected, the scheme allows
two-way secret transmission for indefinite futueesre communication and actslds-time pad.

Two-fold quantum non-local correlations
Two-fold non-local quantum correlations can be ecéd as follows: Suppose Alice share EPR

systemsH, OH; and H, O H,, with Bob and Charlie respectively. Both of thegstems can
be publically known. Now if Alice performs Bell $a measurement (BSM)
(BONMH, OH,)O(HgOH)), systemsH; and H, non-locally correlate with each other in

one of the four possible EPR states correspondir33M result of Alicé. In second phase, if
Bob teleporte an unknown quantum stajg) over swapped entangled systékh; OH)),

Charlie’s halfH, can be decoded to exact quantum slm)eonly if both Alice and Bob share

their classical BSM results with Charlie. We wolilee to highlight here that for each value of
Alice’'s BSM result, there will be a unique Bell % HzOH, and hence unique Pauli

encoding of quantum stajg) corresponding to BSM result of Bdb

This simple multiplicity of quantum non-localityirdctly leads to unconditional
information security and will be discussed in dekaire. In a related wotk we showed that
combination of such two-fold non-local correlationsth causality proves to be useful for
important mistrustful cryptographic tasks (C-2) Iswas oblivious transfer, two-sided two-party
secure computation, asynchronous ideal quantum dossing with zero bias, and



unconditionally secure bit commitment. In a relat®drk, we have shown that multi-fold

guantum non-local correlations are also usefuhiaiti-party quantum secret sharing (C-3) and
guantum signatures (C-4) which are more powerfantlexisting classical/quantum digital
signature schemes.

Security criteria

The proposed scheme guarantees secure and auwdheshtiovo-way secret transmission in a
single round under standard quantum cryptograpbiuirements®'? eavesdroppers have
efficient quantum technologies and are allowednteract with quantum transmission and can
monitor but cannot alter or suppress the classimamunication.

That is, if Alice and Bob can establish publicakgown EPR pairs through classical
communication not altered by eavesdroppers, thenptbposed scheme allows them to send
secret information to each other securely even ha presence of eavesdroppers/noise.
Fortunately, maximally entangled pairs can be gaeedrfrom Werner states or any supply of
other entangled mixed states with entanglemenfipatibn proceduré ™

One-way secr et transmission
We describe here one-way secret transmission fromtB Alice first and later show that it can
easily be generalized to two-way secret transnmsisgween Alice and Bob in a single round by
sharing one more EPR pair. Suppose Alice and Babesh publically known quantum system
Hs=H; OH, OH; whereH; =H, O H is a two-qubit EPR pair
0y =) U0 1) )

J2
wherea,, 5, {01} , a,b0{1,23} and O denotes addition with mod 2. Detailed one-way etecr

transmission is described below and shown in fidure
Phase-1: Securedistribution of EPR pairs

(). Alice and Bob share three EPR p¢h§,30> where first qubit of each pair belongs to Alice
while second to Bob. These pairs can be publidadtywn.

(2). Alice (and Bob) performs BSM on qubits,) and|as) (|3,)and|Bs)). This BSM results

in two EPR pairs|a,as) and |B,5) in possession of Alice and Bob respectively. These

swapped EPR pairs will be known only to Alice armbBut unknown to eavesdroppers.
Phase-11: Direct encoding

(3). Now Alice performs BSM on qubit$a1> and |a2> and gets classical information

aa, 0{0001101% . This measurement projects the qu¢n§> and|/31> into one of the four
possible Bell statekv@/}l). The swapped ERP pair will be known to Alice arah ©@nly be
known to Bob if Alice reveals her BSM resulja,. However, even after public announcement
of Alice’s BSM result, eavesdroppers will remainagant about exact identity 41[73/31>.

(4). Bob teleports his secret messagig {01} to Alice using|a3,81>. If BSM result of Bob is
BB 10{0001101% while teleporting the state, then Alice’s hawg) becomes one of the

corresponding four possible stateg) =o,0y|#,) (1,m0{01}) totally random to Alice.



Phase-111: Secure decoding and authentication
(5). Alice measures qub|itr3) in the agreed basis and gets regylt Simultaneously, she sends

resulty, and her BSM resultna, to Bob over public classical channels. Bob veriftes non-
local correlations generated through entanglemeapping and teleportation. That is,|dzf3,31>
and ¢, are consistent with BSM resulga, and g5 of Alice and Bob respectively, Bob
verifies that transmission is secure against eavepers/noise and announcg8' . Now Alice

can extract encoded messa%) from |wb>=a'zaf<“|¢b> securely with assurance of
confidentiality, integrity and authenticity of setlinformation|¢b> .
B
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Figure 1. One-way secret transmission from Bob to Alice. Batarrow (green) represents
teleportation while dashed arrows (red) show ctadsiommunication over public channels. Red
color shows public information while green reprasenformation kept by Alice and Bob secret.

Two-way secret transmission (QPhone)

Now if Alice and Bob start the scheme with four EP&rs, the scheme allows both Alice and
Bob for two-way secret and authenticated transmissimultaneously in a single round. That is,
both Alice and Bob can send secret messages tootlaehsimultaneously.

Suppose Alice and Bob share four EPR phits,) and Alice performs BSM on qubits
|a3) and|a,) while Bob on|3;) and|B,) respectively. This BSM results in two EPR pairs
|asa,) and|Bsf3,) in possession of Alice and Bob respectively. IrosecphaseAlice performs
BSM on qubits/a;) and|as) and projects qubits3) and|a,) into one of the four possible Bell
states|a,/3,) . Similarly Bob performs BSM on qubitg,) and|S3;) and projects the qubits,)
and|,84) into one of the four possible Bell stal|e§,84>. Now both Alice and Bob can teleport
their secret messagés,) and|¢,) to each other. Finally, they can decode and atitze



secret transmissions by communicating their classesults over public channels. Detailed two-
way secret transmission scheme is shown in figure 2
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Figure 2: Two-way secret transmission from Alice to Bob amkewersa. Dotted arrow (green)

represents teleportation while dashed arrows (sbdv classical communication over public

channels. Red color shows public information wigiteen represents information kept by Alice

and Bob secret.

Discussion

We proposed here a general quantum scheme bagas-dald quantum non-local correlations
that assure confidentiality, integrity and authehyi of information transferred among trusted
users. Repetitive measurements from both users ctambical communication over public
channels assure availability and result in QPhaeeure and authenticated two-way secret
transmission in a single round. The proposed setdpieves these information security
requirements without relying on advanced quantwhrielogy, pre-shared secret keys or private
guantum/classical channels between distant users.

Only requirement for security/availability —of setreinformation against
eavesdroppers/noise is unsuppressed classical coicatian between distant users over public
channels. The proposed procedure then remainsesagainst passive monitoring of classical
information as well as active quantum attackso#&sinot use batches of encoded qubits and then
statistical tests after measurements in agreed lzal hence does not allow eavesdroppers to
successfully use quantum attacks such as entangliggantum ancilla with the encrypted
message and later performing a specific measureareittaccording to public communication
of legitimate users. However, if eavesdroppers icéerrupt classical communication actively
then distant users need to have some pre-agreest ggormation or trusted source for secure

distribution of EPR paira,/43,) .

Remarkably, even pre-sharing of secret informatmnuse of trusted source for
entanglement distribution is not as costly in cthiesne as it is in other cryptographic schemes.
The proposed setup allows distant users to comratsgecurely and indefinitely if first round is
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successful; it allows distant users to generatees@nd agreed entangled pairs for future secure
transmission from previous communication. For examplice and Bob do not publically

announce the identities of EPR pairs obtained fR®M in step 2;|aza3> and|,82,83>in one-
way and|a3a4> and| /33/34> in two-way secret transmission. These EPR statemire secret

between them and if Alice (Bob) receives secretsmge|¢b> (|¢a>) from Bob (Alice)
successfully, they can store 2-bit strings, as shared secret information and can start next

round in future with corresponding EPR pairs. Imaasion, proposed procedure actsliés
time pad.
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